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Purpose of Document
This document outlines procedures for handling IT infrastructure outages.  The engineering team should be aware of this document and revise as necessary. 
Please review this document on a quarterly basis.  Any questions, please contact Richard Hartman.

Contacts
Richard Hartman – Network Engineer – 630.432.5647 – rich.hartman@tdsynnex.com
David Tulley – Director of IT – 224.244.1101
Anil Patel – Chief Executive Officer – need phone number!

Backup Items
Here is a list of the Backup Items and their backup schedule/Policy
	Virtual Machines
	Name: VirtualMachine
	Backup Frequency: Weekly.  Sunday at Midnight
	Retention Policy: 7 Days.

	Azure File Shares
	Name: sadec19
	Backup Frequency: Weekly.  Daily at 7:30 PM.
	Retention Policy: 30 Days

Outage Procedures
Practice drills for each outage type should be scheduled annually.

Regional Outage
During a regional data center outage during production hours, please use the Fail-Over function of Disaster Recovery for the server.  Verify all apps are working.  This failover process takes roughly 5 minutes.  How long can it be down before being considered a outage?  Do we need to call the Director of IT?
For regional outages that occur during non-production hours, watch the situation closely to ensure services are reestablished before entering production hours.  If the outage persists, use Site Recovery 30 minute prior to production time.
Coordinate a Fail-Back cutover for Friday evening when all employees have left for the weekend.

BitLocker Encryption Attack
If the server is compromised, promptly DELETE it.  Restore a brand-new instance of the server using the most recent Restore Point Collections snapshot.
Promptly begin investigation into which user account was compromised by reviewing sign-in logs.  Arrange to take TD SYNNEX Security Workshops (Mandatory)

Missing File Recovery
Files can be restored by an engineer using backup.  Any employee needing to recover a file may contact engineering.  An engineer can recovery the most recent backup using Azure Backup.   Low Priority?
Remind employees to save files to OneDrive.
